MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO
Y IbSHOBCKHI TOCYJapCTBEHHBIH YHUBEPCUTET

Dopma

®-Paboyas mporpamma 1o JUCHHUIUINHE

YTBEPXXJEHO

OHWBIX M AaBUALIMOHHBIX TEXHOJIOT M

Y
:C *;Y DAKYSINIETY )
<= T2 MOTEMATINRA, 2021, vy porokon Ne__4/21
T WO [MHDOPMAT:OHmpX s - -

w A /
00 = S\ IEALMOHHRIpE Ity ) /M.A .Boikos
©T % 2\ TEXH000T MR /3 [
S LTS -y

> +a A2 Sffonmués, pacmmbpoBKa moanmmcK)

0 i {f
18 » Mast 20 21 r.

PABOYAA ITPOT'PAMMA JTUCIIUAITJIMHBI

Juctumimaa 3amuTa B ONEPAMOHHBIX CHCTEMaX

dakysbTeT MaremaTHky, THHOPMAIIMOHHBIX U aBUAITMOHHBIX TEXHOJIOTUH
Kadenpa HNudopmannonHoii 6e3omacHocT u Teopuu ynpasnenus (MbuTVY)
Kypc 4

Hanpasnenue (cnienmanbaocts)  09.03.03 [puxnagnas nndopmaTrka (OakanaBpuar)

KOO Hanpagienus (CneyuatbHOCmL), NOTHOEe HAUMEHOBAHUe

HampaBneHHOCTh (Mpo¢uIb/criennann3ams) «Mudopmarnmonnas cepa

®opma 00yueHHs] __ OYHas

noJIHOe HauMeHoeaHue

OYHAA, 3a04YHAA, OYHO-3A0YHAsA (ykasamb moJabKo me, Icomopblepeaﬂwy}omc’ﬂ)

Jlarta BBeneHus B yueOHbIN npouecc Yal'V:

«1»_centsa6ps 2021 r.

[Iporpamma akTyanu3upoBaHa Ha 3aceanuu Kadeapsl: mpoTokosn Ne ot 20 r.
[TporpamMMma akTyanu3upoBaHa Ha 3aceJaHuH Kadeapsl: MPoTokon Ne  oT 20 r.
[Iporpamma akTyanu3upoBaHa Ha 3acelanuu Kadeapsl: MpoTokoa Ne  oT 20 r.

Caenenus 0 pa3pabOTUHKax:

«MHpopmanonHast 6€30MacHOCTh U
TEOPHsI YIPABICHUSD),
peanu3yromenl TUCHUIIMHY

DUO Kadenpa JIOIKHOCTD,
y4eHasi CTEIICHb, 3BaHUE
HBannos Auapeit MuxaiinoBuu UbutTVy Kangunat texHuUecKknx
HAayK, JOLIEHT
KiioukoB AHapeii EBrenbeBud NbuTY Crapumuii npenoaaBareib
COT'JTACOBAHO COI'JTACOBAHO
3aBeyrommii kabeapoit 3aBeyroluii BhIMyCKaroen kadeapoit

«MHpOopMaLlIOHHBIE TEXHOJIOTHI)

o
| 5_.:_-_'{‘/_ AHjpees A.C.
_fz'rir?r:.'.r-.'l-.' fahr HoEx)
&
«18» 05 2021 .

/ Bonkos _M.A. /
(D10,

(noonucw)

« 18 » 05 2021 .

Dopma A

Crpanuna 1us 20




MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO

o N Dopma
Y IbSHOBCKHI TOCYJapCTBEHHBIH YHUBEPCUTET

®-Paboyas mporpamma 1o JUCHHUIUINHE

1. OEJIX U 3AJAYU OCBOEHUSA JNCHUITIJIMHBI
Ilen ocBOeHMs TUCHUIIIUHBIL:
Iesnu ocBOGHUS AUCLUIUINHBL
e npuoOpeTeHHe OOIIKX MPEACTaBICHUH O peann3alul MEXaHU3MOB 3alUThl UH(OpMaIK
B COBPEMEHHBIX OIEPAI[MOHHBIX CUCTEMAX;
® 3HAKOMCTBO C OCHOBHBIMM KOHILENLMSAMH OpraHu3aluy O€30IaCHOCTH Ha YpOBHE
OIEPALIMOHHBIX CHCTEM.
3aga4yu ocBOCHMS IMCHHUIIIMHbI:
® I3y4YCHHE pPa3IMYHBIX TOAXOJOB peaju3aluu Oe30IacHOCTH Ha YpOoBHE (HalIOBBIX
CHCTEM M CUCTEM XPaHEHHUS JAHHBIX;
® JlaTh OCHOBBI CUCTEMHOTO MOJXO/Ja K OpPraHM3alud ayTeHTH(UKALUU U aBTOPU3ALUU
N0JIb30BaTENCH;
® J1aTh OCHOBBI CUCTEMaM MPOBEJICHH ayIUTOB O€30MIaCHOCTH ONEePAIMOHHBIX CUCTEM.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuuninuHa «3amMra B ONEpallOHHBIX CHUCTEMax» HU3ydaeTrcs B 7 CEeMecTpe H
OTHOCHTCS K JUCHHMIUIMHA IO BbIOOpY Osoka b1 Hampasnenus noaroroBku 6akanaspos 09.03.03
«ITpuxnagnas nHGOPMATHKAY..

Kypc yueOHOI AUCHUIIIMHBI TECHO YBSI3aH C JAPYTMMH Y4E€OHBIMHM JUCHUIUIMHAMHU, B
nepByro ouepenb ¢ Kypcamu «MHpopmaTtmka u  mporpammupoBaHuey, «MeToabl
IIPOrPaMMUPOBAHNSA U TpPHUKJIAJHBIE aNrOpUTMbD, «TexHomorus mNpOrpaMMUPOBAHUSDY,
«OnkpannoHHble cucTteMbl», « «HMH(popomanmonHas 0e30MacHOCTHY», MO3BOJSIOUIMMHU TOHSATH
(u3MUecKyIo CyIHOCTb 6e30macHOCTH ceTeil IBM.

Jljis OCBOEHHS TUCHUIUIMHBI CTYAEHT JOJDKEH MMETh CIIEAYIOIINE «BXOAHbBIE» 3HAHUS,
YMEHMSI, HABBIKA U KOMIIETEHLIUU:

3HaHHE 0Aa30BBIX MOHATUI B 00J1aCTH MTHPOPMATHKU U BBIYUCIUTEIHHON TEXHUKH;

CIOCOOHOCTH UCIIONIb30BaTh HOPMATUBHBIE IPABOBBIE JIOKYMEHTHI;

CIOCOOHOCTh aHATM3UPOBATH MPOOJIEMBI U MTPOLIECCHI;

CIIOCOOHOCTh HMCHOJb30BaTh OCHOBHBIE 3aKOHBl €CTECTBEHHO-HAYYHBIX JTUCIMIUIMH,
MPUMEHSTh METOJIbl MaTEMaTUYECKOTO aHAIN3a U MOJCIUPOBAHHUS.

OcHOBHBIE MOJOXEHUS TUCUUIUIMHBI UCIOJB3YIOTCS B JaJbHEMILIEM NPU BBINOJIHEHUU
KypCOBOI1 pabOThI, BBIITYCKHON KBaJM(UKAIIMOHHON pabOThI M B XO/i€ MPAKTHK.

Dopma A Crpannna 2u3 20



MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO
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3. HIEPEUEHbDb IINTIAHUPYEMBbIX PE3YJIbTATOB OBYYEHMUSA
o AMCIHMIVIMHE (MOAYJI10), COTHECEHBIX C IINTAHUPYEMBIMU
PE3YJIbTATAMHU OCBOEHHS OGPA3OBATEJIBHOM ITPOT'PAMMBI

[Ipouecc wu3ydyeHHuss AMCUMIUIMHBI HampaBieH Ha (OPMUPOBAHUE CIEAYIOUINX
KOMIIETEHIIUN:
Kon )/ | HauMeHoBaHue | [lepeuens mnJaHMpyeMBbIX Ppe3yJbTATOB OOY4YeHUS] 1O

peajn3zyeMoii KOMIeTeHIIUN

AUCHHUIIJIHHE (MOI[yJ'llO), COOTHECCHHBIX ¢ HMHIUKATOPaAMH
JOCTHKEHHS KOMIETEHIMH

MH(OPMALIMOHHBIE CHCTEMBI
U CEPBUCHI

1 2
IIK-7 - 3HaThn:
CIIOCOOHOCTh ~ HACTpauBaTh, | CPEICTBA 3aIUTHI MH(OPMAIIMOHHO-TEXHOJIOTHUECKUX
JKCIIyaTHPOBAaTh U | peCypcoB aBTOMAaTHU3UPOBAHHOW CHUCTEMBI M BOCCTAHOBIICHUE
COMPOBOXKIATH uX pabOTOCMOCOOHOCTH TPH BO3HUKHOBEHHWU HEIITATHBIX

CUTYyalHil

Ymern:

3¢ (EeKTUBHO MPUMEHATh CPEACTBa 3alllUThl MH(OPMAIMOHHO-
TEXHOJIOTMYECKUX PECYPCOB aBTOMAaTHU3UPOBAHHOM CHCTEMBI U
BOCCTAHOBJIEHHE MX PabOTOCIIOCOOHOCTH NMPU BO3HUKHOBEHUU
HEIITaTHBIX CUTyalui

Baaners:

HaBbIKaMu oOecrnieueHus 3(PpPEeKTUBHOTO MPUMEHEHUsI CPECTB
3alUThl UTHPOPMAIIMOHHO-TEXHOJOTUYECKUX PECYpPCOB aBTO-
MaTU3MPOBAHHOW CHCTEMBl M BOCCTaHOBJEHHE HX palo-
TOCIIOCOOHOCTH NPH BO3HUKHOBEHUH HEIITATHBIX CUTYALU

I1K-8 -
CIIOCOOHOCTh MIPOBO/IUTH
TECTUPOBAaHUE KOMIIOHEHTOB

MIPOTPAaMMHOTO OOECTICUeHUS
ncC

3HaTh:

Bo3moxkHocTr moacucteMbl HHGOPMAIIMOHHONW 0€30MacCHOCTH
ABTOMAaTU3UPOBAHHON CUCTEMBI U UX TECTUPOBAHUS

Ymern:

aMUHHCTPUPOBATh u TECTUPOBATh MOJICUCTEMY
UH(OPMaLOHHON 0e30macHOCTH ABTOMAaTU3UPOBAHHON
CUCTEMBI

Baaners:

HABBIKAMU aJIMMUHHUCTPUPOBAHUS HOJICUCTEMBI
nHpOpManMOHHOW  OE30MacHOCTH  aBTOMATHU3MPOBAHHOMN
CUCTEMBI

4. OBIIAA TPYJTOEMKOCTDb JUCIIUITJIMHBbI
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4.1. O6beM TUCHMIJIMHBI B 32a4€THBIX eINHUIAX (Bcero) 3.
4.2. O0beM IMCUMILIMHBI 10 BUAAM YUeOHOH padoThl (B Yacax):

Bup yueonoii KoanuectBo yacoB (popma o0yueHusi __ JHnegHasn )
padoThI
Bcero no niiany B 1.4. o cemecTpam
7/cemecTp
1 2 3 4 5
KonraktHas
pabora 54 54
00yJaromuxcs ¢
penoaaBareneM
AynautopHble 54 54
3aHATHUS:
Jlexumn 18 18
[IpakTyeckue u
CEMHUHapCKUe
3aHSATHUS
JlaboparopHble
paboThI
(;mabGopatopHbIi 36 36
MIPAKTUKYM)
CamocrosiTenbHas 54 54
paborta
dopMa TEKyLIEro -TectupoBanue
KOHTpOJISI 3HAHUI Ha CeMMHapax;
U KOHTpOJs ca- - BOIIPOCHI ITPH
MOCTOSITEJIbHOU 3amure Jabopa-
paboTHI: TOPHBIX paboT
TECTUPOBAHUE, - pedepatsl Ha
KOHTp. paboTa, 3a/1aHHBIE TEMBI
KOJJIOKBUYM,
pedepar u np. (He
MeHee 2 BUIOB)
1 2 3 4 5
KypcoBas padota
Buanr
MIPOMEKYTOUHOMN 3a4€T 3a4€T
aTTecTaluuu
(9K3aMeH, 3a4eT)
Bcero gacos no 108 108
JUCIUILINHE!

B crnydae HE0OXOIMMOCTH HCIIONB30BaHHUS B y4€OHOM IMPOIIECCE YaCTUYHO/UCKIIOYUTEITHHO
JTUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTMH B Ta0nWIe 4Yepe3 CIJell YKa3bIBaeTCs
KoruecTBO yacoB pabotsl [ITIC ¢ oOydaromuMucs Ui MPOBEACHUS 3aHITHIA B JUCTAHIIMOHHOM
dbopmare ¢ MPUMEHEHHUEM SJIEKTPOHHOTO OOYYCHHS.

4.3. Conep:kanue TUCHHIUINHBI (MoayJis.) Pacnipenesienne 4yacoB mo reMamM M BUJAaM
y4eOHoi1 padoThI:

®dopma 00yueHus JTHEBHASI

Dopma A Crpanuna 4u3 20




MUHHCTEPCTBO HAYKH U BbICIIEro obpasoBanus PO
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Bcero Bupl yueOHbBIX 3aHATHH
Ha3zBanwue pasznenos u Tem Ca-
AyIUTOpHBIC 3aHATUS MOC-
3aHATHS B o5t ®opma
WHTEpaK- | | TCKYIICTo
T Ipakr. |Jlabopa-| ryusHoii ag | KOHTPOI
1 3aHATUS, | TOPHBIC (bopMe 460- 3HAHUN
ceMuHap| paboThI p
Ta
1 2 3 4 5 6 7 8

Pazngea 1. 3amura nundopmannu B coB

eMeHHbIX HH}O

MAalHOHHBIX CHCTEMAX

1. OcHOBHBIE IIOHATHSI U 3 1 2 | Tectn Tl,
MOJIOKEHUsST  3aIUTHl  WH-
dbopmaruu B uH(MOpPMAIMOH-
HO BBIYHCIUTEIBLHBIX
CHCTEMAX
2. Yrpo3el 0e€30macCHOCTH 3 1 2 | Tecrtsi T2,
uHpopmanuu B uH(pOpMa-
LIMOHHO-BBIYHCIIUTEIbHBIX
CHCTEMAX
3. IlporpamMMHO-TeXHUYEC- 4 2 2 | Tectsr T3,
KA ypOBEHb OOECICUCHHUSI
UHPOPMALMOHHON  Oe3orma-
CHOCTH U €r0 OpraHu3alus

Pa3nen 2. Iloacucrema 0e3onacuoctu B OC cemeiicrBa Windows
4., AHamu3  MOJCHCTEMBI 12 2 4 6 Tectrl T4,
0e30ImacHOCTH B oC JIa6. pa6 1
cemeiictea Windows
5. Wnentudukanus, ayteH- 12 2 4 6 | Tecrsr T5,
TU(QUKALUS U aBTOPU3ALMS B JIab. pab 2
OC cemelictBa Windows
6. Ayaut B OC cemeiicTBa 12 4 8 | Tecrsl T6,
Windows JIab. pab 3
7. BosmoxHOcTH mIHM(ppOBa- 8 4 4 | Tects T7,
Hus ¢aino B OC cemericTBa JIa6. pabd 5
Windows
8. Ilpoune BO3MOXKHOCTH 6 2 4 | Tector T8
MOJICUCTEMBI  OS30IaCHOCTH
B OC cemeiictBa Windows
9. VYcumeHne NOACUCTEMBEI 13 2 6 5 | Tecrn T9,
6€30MacHOCTH B oC JIa6. pab.
cemeiicrBa Windows 4,6

Pazgen 3. IMoacucrema 6e3onacuoctu B OC cemeiicrea UNIX

10. AHanmM3 IIOICHCTEMBI 11 2 4 5 | Tects T10,
6€30MacHOCTH B oC JIa. pad.
cemeiictea UNIX 7
11. Unentudukanus, ayTeH- 11 2 4 5 | Tects T11,
TAQUKAKS ¥ aBTOpHU3AIUs B Jla6. pab.
OC cemeiictea UNIX 8
12. Ayaut B OC cemeiicTBa 13 2 6 5 | Tector T12,
UNIX J1a6. pab.

Dopma A
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9,10

Hroro: 108 18 36 54

5. COJEPJKAHUE JUCHUILIMHBI (MOLY.JIS)

Paznea 1. 3amura nugopmanuu B cOBpeMeHHbIX HHPOPMALMOHHBIX CHCTEMAaX

Tema 1. OcHOBHbIE TIOHATHUSI W TOJOKEHUS 3alUTHI HMHOpPMANMU B
HH(OPMAIMOHHO BHIYUCIUTEJBHBIX CHCTEMaX

[Ipenmer 3amutel nHpopmanuu. [Tousatus nunpopmanuu U1 UHPOPMAILIMOHHBIX PECYPCOB.
JloCTOBEpHOCTD, IIEHHOCTh U CBOEBPEMEHHOCTh MH(popManuu. [Ipenmer 3amuTsl HHGOpPMAITUH.
O6bext 3amutel  uHpopMmanuu. Ilonstus  wuHbopMammonHoit  cuctembl.  [loHsiTHE
uHpopMannoHHON Oe3omacHocTH. [loHATHE TOMUTHKH WHPOPMAIMOHHON Oe30MacHOCTH.
[Tonste  cucrembl  3amuThl  uHPopManuu. (OCHOBHBIE  TOJOXKEHHS  0€30MacHOCTU
MHPOPMALIMOHHBIX cHCTeM. TpexaTamHasi pa3paboTka Mep MO 00eCle4YeHHI0 O0e30MacHOCTH
uH(popMannoHHbIX cucteM. Ctaaus BbIpaOOTKH TpeboBanmii. CTanus omnpeaeneHus crnocodoB
3anuthl. Cragus onpeneneHus QyHKIHMA, TpoIexyp U CpelcTB 0€30MacHOCTH, pealn3yeMbIX B
BUJIC HEKOTOPBIX MEXaHU3MOB 3alUThl. OCHOBHbBIE MPUHIUIIBI 00ecreueHrs HHHOPMaIlMOHHON
6e3omacHocTy B aBToMaruzupoBaHHoi cucreMe (AC). Ilonoxenus no 3amute AC. Ilpunnunmsl,
MO3BOJISIOIIME peanu3oBaTh mnonoxeHus no 3amure AC. Ilpunuun cucremnoctu. [lpuHuun
KOMIUTIEKCHOCTU. [IpuHumm HenpepsiBHON 3amuTthl. Pasymnas goctarodHocTh. ['HMOKOCTB
cucTteMbl 3amuThl. OTKPBITOCTh AJITOPUTMOB M MEXAHU3MOB 3allMThl. [IpUHIMI mpOCTOTHI
IPUMEHEHHUS CPEJICTB 3aALIUTHI.

Tema 2. Yrpo3sl 0e3onacHocTH HH(POPMaNMK B MHGOPMALHOHHO-BBIYHCINUTEIbHBIX
cucTemMax

ITonstue yrpo3el. [lonstue araku. [lonsatue 3noymeinuienHuka. Mcrounuku yrpos. OkHO
omacHocTH. Kpurepumn knaccuduxamuu yrpo3. basoBble mpusHaku yrpo3 HHGOpPMaMOHHOMN
6e3onacHoct. Knaccugukaius yrpo3 no npupojae Bo3HUKHOBeHus. Kiaccudukanust yrpos mo
CTENEHM NpeIHAMEPEHHOCTH mposBieHus. Kiaccudukanus yrpo3 mo HENOCpPeICTBEHHOMY
UCTOYHHUKY yrpo3. Kmaccudukamus yrpo3 mo nojiokeHHr0 UCTOYHMKa yrpo3. Kimaccuduxanums
yrpo3 Mo creneHu 3aBUCHMOCTH oT akTuBHOCTH AC. Knaccudukamuss yrpo3 mo CTEneHH
Bo3zaericTBus Ha AC. Knaccugukaius yrpos mo stamnam JOCTyIa MoJjib30BaTeIed Win IporpaMmm
k pecypcam AC. Knaccuduxkanus yrpo3 mo cnoco0y mgocrymna k pecypcam AC. Knaccuduxanus
yrpo3 MO TEKYILIeMy MECTY PacrojioKeHHsl nHpopMaLuu, XpaHuMoil 1 oOpabaTsiBaemoit B AC.
HoctynHocts uH(poOpManuu. ¥Yrposza noctymHocTd. LlemoctHocTh wuH(poOpManmu. Yrposa
HapylmeHust 1enocTHOCcTH. KoHQuIeHIMaabHOCTh  MHPOpMaLMU. YTrpo3a  HapyLIICHHS
KOH(pHUICHIMAIBHOCTH. YTpo3a packpeiths mapamerpoB  AC. Meroasl  oGecriedeHus
uHpopMalMOHHON Oe3zomacHocTu. CTpyKTypH3alus METOJ0B obecredyeHus: MHPOPMALUOHHOM
0e30macHOCTH. YPOBHHU JOCTymna K 3amuiiaeMoid uH@opmaruu. OCHOBHbIE HamlpaBlIeHUS WU
METOABl  peanu3anuu  yrpo3  uH(opmamuoHHoW — Oe3zomacHoctu.  Knaccuduxanums
37I0YMBIIIJIEHHUKOB.

Tema 3. IIporpaMMHO-TeXHMYeCKHil YpPOBeHb oOecmedyeHHUs] HHEPOPMALMOHHOM
0€30IaCHOCTH U €r0 OpraHu3anus

IMomxoxpr k oOecrneueHHIO KOMIbIOTEpHON Oe3omacHocTH. CepBHC 0€30MacCHOCTH.
OcHoBHBIE U BCHOMOTaTejbHbIE cepBUCHl Oe3omacHocTd. [loHsATHE momHOro Habopa. Bumisl
cepBucoB OezonmacHocTu. [loHATHS wuAeHTH(UKALWK, ayTeHTU()UKAIUU U aABTOPHU3AIMU
nosb3oBareneii. Buasl ayrentudukanmuu. [Ipobrema Haae)kHOW ayTEHTH(UKAIMK W IMyTH €€
pemenns. CpeactBa W METOAbl XPaHEHHsI STAJIOHHBIX KOMUH  ayTeHTH(HUKALMOHHOM
uHopmaruu. IIpoTokonbl mepenaun  ayTeHTH(UKAIIMOHHOW HWH(OpMAnMu 1O KaHaJIaMm
BBIUUCITUTENbHOU ceTH. Kpunrorpaduyeckoe obecneueHne ayTeHTH(PUKALUU IOJIB30BATEICH.

Dopma A Crpanuna 6us 20
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[TaponpHass ayreHTudukanus. Buasl mnaponsHOW ayrteHTH(ukanuu. IlpeumymiectBa u
HEIOCTaTKW  nHapojbHOM  ayTeHTH(dukauuu.  [loBbllleHME  HAJEKHOCTH  HApOJIbHOM
ayreHTH(ukanuu. CpeacTBa M METOABI 3alIUTHl OT KOMIIPOMETAIlMM M IMOJ00pa MapoJieil.
buomerpuueckass ayreHtudukanus. OOmas cxema OHOMETPUYECKOW —ayTEHTU(UKALUH.
[TpenmyIiecTBa U HETOCTATKU OMOMETPUYECKOM ayTeHTU(uKanuu. JJOCTOMHCTBA M HEJOCTATKU
pasInYHbIX cXeM Onomerpuueckoil ayreHTH(ukanuu. TpeOoBaHUsA K 3alUTE KOMIIBIOTEPHOM
uHpopmanuu. OOmIMEe MONOKEeHUs. XapaKTePUCTHKH TMOAXOJIOB K 3allUTe KOMITBIOTEPHOU
uHpopmauuu. Kraccuduxauus TtpeboBaHuii Kk cucremMam 3amuThl. DopManM30BaHHBIC
TpeboBaHusl K HabOpy W MapaMeTpaM MEXaHHM3MOB 3amuThl. HeoOxoammble TpeOGOBaHMUS.
JononnurensHble TpeboBaHus. dopmann3oBaHHbE TpeOOBaHUS K 3alluTe HHPOPMALUU OT
HECaHKLMOHUPOBAaHHOro Joctyna. OOmMe mnoAaxoAbl K IOCTPOCHHIO CHCTEM  3alUThl
KoMIblOTepHOH  uHpopmanuu.  HopmatuBHble — nokymeHTsl  ['octexxomuccunm PO,
perjaMeHTHpyIOIMe  3aliuTy  MHGOpManud  OT  HECAaHKUMOHMPOBAHHOIO  JOCTYyIA.
@dopmanu3oBaHHble TpeOOBaHUSA K 3amure KomibioTepHo wuHpopmanuun AC. OCHOBHBIE
MOJICUCTEMBI U TpymIbl MexaHn3MoB 3amuTbl AC. TpeOoBaHus K 3amuTe KOH(PUIEHIHUATbHON
uHpopmauuu. TpebGoBaHMS K 3amure cekpeTHo uHopmanuu. Paznuuus TpeGoBaHuil U
OCHOBOIIOJIAral0IIMX MEXaHU3MOB 3alUThl OT HECAHKIIMOHUPOBAHHOIO JJOCTYTIA.

Paznea 2. Iloacucrema 0e3onacuocta B OC cemeiictBa Windows

Tema 4. Anaau3 noacucremsl 0ezonacHoctu B OC cemerictBa Windows

OcHoBHble MexaHu3Mbl 3amuTel B OC cemeiictBa Windows. IlpuHuumnuanbHble
HeJI0CTaTKU 3auTHBIX Mexanu3mMoB OC cemerictBa Windows.

Tema 5. Unentudukanusi, ayrentugukanuss u apropusauus B OC cemeiicTBa
Windows

Bosmoxxnoctu mojacucremsl  6e3omacHocth B OC  cemelictBa Windows. Mopenb
Oe3zomacHocTH I moxcucreMbl OesomacHoct B OC cemerictBa Windows. Mexanusm
uAeHTUGUKAMKU  mosb3oBaTeneil.  Maentudukarop  3ammrel  SID  monb3oBateneid.
Unentuduxatopsl noaHoMouuid. Bo3moxHble 3HaueHHs UAECHTU(UKATOpPA MOJIHOMOYMM.
OTtHocuTenbHbIN uaeHTH(UKaTOp. Mapkep JoCTyna M NpHUBHIETHH Tojb3oBarensd. [IpocMmoTp
npuBwiIeruii nons3onatens. Komanga whoami u ee mapamerpsl. OrpaHn4MBaroIve MapKephbl
nocryna. Komanna runas u ee mapamerpsl. APl dyHKuM 11 co3maHust MapkepoB AOCTYyIHa.
3amura 00BEKTOB cucTeMbl. JleckpunTop Oe3omacHoctd SD. ATpuOyThl AeCKpUNITOpa
6e3onmacHoctu. IlaponmpHast ayrentudukammus B OC cemeiictea Windows. MexaHusm
ayreHTu(ukanuu. CpeacTBa ympaBieHHUs NapaMeTpaMHM ayTeHTH(QUKAIWUUA. YYEeTHbIE 3alucu
nonbp3oBareneil. JlokanbHble y4yeTHble 3amucu  noib3oBarened. basa  nmaHHbBIX  SAM.
Bo3smoxHoctn  mosyyenuss gocrynma Kk SAM. Opradmzanus  3ammTtel SAM ot
HECaHKIIMOHMpOBaHHOTO aoctymna. Apropuzauus B OC cemeiictBa Windows. Hemoctatku B
opraHuM3anuu pasrpaHuueHus gocryna k ¢ainam B OC cemeiictBa Windows. MexaHusm
apropm3animu B OC cemeiictBa Windows. Mapkepsl goctymna. [leckpuntop 0e30MacHOCTH.
®opmar aeckpuntopoB 6e3omacHocTH. Crmcok koHTpossa focryna ACL. Cucremusiii (SACL) u
noab3oBarenbckuii (DACL) cnucku ynpasieHust goctynoM. CTpyKTypa CIHMCKOB YIpPaBICHHS
JocTyrnoM. Bo3MoXHOCTE yrpaBieHus npasamu aoctymna ¢ nomouipto APIL. Ilpumep nposepku
npaB JOCTyna IOJib30BaTensi K oO0bekTy. M3MeHeHue mpaB npoctyna K oObekTy. CmeHa
Bazenba oobekTa. Komanza cacls u ee mapameTpsl.

Tema 6. Aynut B OC cemeiictBa Windows

[Togcucrema ayauta B OC cemeiictBa Windows. Kareropum aynura. OcHacTka
gpedit.msc. Hactpoiika crucka SACL. APl ¢ynkumm s paborer ¢ SACL. Ilpocmotp
coopiTuii aynuta. Ytunuta Event Viewer. OcHactka eventvwr.msc. XKypHanbl ayauta. THIbI
pPETUCTPUPYEMbIX COOBITUH B )KypHanax ayauta. Hactpoiika xypHanoB ayauta. Tumsl 3anuceit
B )KypHaJiax coObITHii. OnpenencHue Habopa MoAIeKAIIUX ayAUTy COOBITHH.
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Tema 7. Bo3moxnHoctn mudpoBanusi ¢aisiob B OC cemeiictBa Windows
[udpyromas daitnoBas cucrema EFS. Bo3moxxnoctu mmdpyromieit ¢aitnosoii cuctemsr EFS.
[Mpuntunsr padotsl EFS. Mcnons3yemsie B EFS anroputmsl mmdpoBanus. CiydaitHbIN K04
s mudpoanus daitma FEK. ludposanune xmoua FEK. Komanga cipher u ee mapameTpsl.
[Tonstue arenra BoccTaHoBieHUs. JloOaBrneHwe areHToB BoccTaHOBIeHHA. CepTuukKaThl
areHToB BoccTaHoBiIeHUs. [lone BoccTtanoBnenus nanHbix DRF. API dyukmmu mist paboTel ¢
EFS. Cucrema mmdpoBanus auckoB BitLocker. OcnoBHble Bo3moxHOcTH BitLocker.
[TonnepkuBaembie anropuT™mbl Imm@poBanus. [Ipunuun pabGotbl. MexaHHU3MBI MPOBEPKHU
NOJUIMHHOCTH U pacmudpoBku. Ys3zsumoctu BitLocker. Hactpoiika BitLocker. Illndposanue
U aemmdpoBaHre TUCKOB Tpu oMoy BitLocker.

Tema 8. Ilpoume Bo3Mo:kHOCTH moacucteMbl OesomacHoctu B OC cemeiicTBa
Windows

Wntepodeiic CryptoAPIL. Bozamoxknoctu CryptoAPIL. PaGora ¢ mocraBmmkaMu ciry»KObI
mmmdpoBanuss CSP. Tunmet CSP B OC cemeiictBa Windows. KoHTponb y4eTHBIX 3amuceit
nosb3oBareneit UAC. Ipennocbuiku k nosiBnenuto UAC. [punnun padorst UAC. CobbiTus,
npuBoasmue k cpabareiBanuro UAC. Hacrpoiika UAC. Hemocratrku UAC. IlaGioHb
6esomacioctt B OC cemeiictBa Windows. Bo3moxHocTH mabioHOB 0€30MaCHOCTH.
Hacrpoiiky 1ma610H0B 6€30MacHOCTH.

Tema 9. Ycunenue noacucremnl 0ezonacnoctu B OC cemeiictea Windows

Hcnonp3oBanue cucreM Kpuntorpaduueckoit 3amutel uHbopmanuu. Hawubonee
W3BECTHBIE CUCTEMBI KPHUNTOTpapuyecKor 3amuTsl HHGOPMAIMA U OCOOCHHOCTH UX PadOTHI.
[TpoTuBOACHicTBME BUPYCHBIM aTakaM B cucreme. Bpibop anTHBHpyca. OpraHuzanus
AHTHUBUPYCHOM 3aIlUTHI.

Pasnen 3. [Toncucrema 6e3onacHoctu B OC cemeiictea UNIX

Tema 10. Ananus noacucremsi 6esonacHocTu B OC cemeiictea UNIX

OcHoBHble Mexanu3Mbl 3amuTel B OC cemelictBa UNIX. OcobGeHHOCTH OpraHHu3aluu
¢ainoBoii cucrembl B UNIX. [IpuHnunuanbHple HEAOCTATKU 3alllUTHBIX MexaHu3mMoB OC
cemeiictea UNIX.

Tema 11. Unentudukanus, ayrentudpuxanusa u apropusauuss B OC cemeiicTBa
UNIX

Ocobennoctu mnoxacucreMsl OezomacHocTd B OC cemetrictBa UNIX. Exgunas mMozmens
6esomacioctn s OC  cemeiictea UNIX. TlaponpHast ayrentudukamus B UNIX.
3aperucTpupoBaHHbIE  IOJIb30BATE€IM CHCTEMbl. YYeTHbIH (aill  3aperucTpupoBaHHBIX
nonb3oBareneit /etc/passwd. Copmepxkumoe (aitna /etc/passwd. Ilomkmiouaembie MOIynIH
ayrentudukannu PAM. OcnHoBei PAM. Hactpoiika PAM. Mexanusm wuaeHTUUKALINN
nonb3oBareneid. Mnentuduxaroper mnosnpzoBateneit UID, RUID, EUID. VYuernsii daiin
3aperuCTPUPOBAHHBIX Tpymi /etc/group. Mnentudukaropsr rpynn nonb3oBateneir GID, RGID,
EGID. Cynepnonb3oBaTenu " IIPUBWJIETUPOBaHHbBIE IpyIIIBL. BosmoxHoctn
CyTIepIoJib30BaTelel 1 MPUBUIETHPOBAHHBIX IPYIIN. XpaHeHue napoiieit B Apyrux ¢aitnax 8 OC
cemeiictBa UNIX. Komannneie unrepnperatopsl B OC cemeiictea UNIX. Atopuzanus B OC
cemericta UNIX. Ocobennoctu nocryna k ¢aiiizam B OC cemeiictBa UNIX. Kiaccsl moctyna
¢aitny. Cnucok mpas goctyna kK Qaiimy. Pasnuune BO3MOXKHBIX 3HAUEHUH NpaB JOCTyNa JUis
pa3HbIX TUNOB (aiiinoB. M3Menenue npas goctyna x ¢ainy yruiauroit chmod. ®opmar komana
s yrunutel chmod. IlpoBepka mpaB goctyna mpu obpamenun k daiimam B OC UNIX.
Honomuurensubie mpaBa SUID, SGID, Sticky-6ut. IlpumeHeHue AOMOTHUTENBHBIX TIPaB.
Pabora u3-noz root. OcoGeHHOCTH pabOTHI U3-10J root. BrImomHeHne onepauuii OT IMEHH 1oot.
Komanna su m yrmiura sudo. ®aiin sudoers. PemaktupoBanme @aitna sudoers ¢ momormisio
yTUIUTHI visudo.

Tema 12. Ayaut B OC cemeiicra UNIX
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ITogcucrema aynura B UNIX. IleHTpanu3oBaHHas CHCTEMa PErMCTPALMM CUCTEMHBIX
coobmenuii Syslog. Bosmoxuoctu cucrembl Syslog. Kommonentsr Syslog. Pabora cuctemsr
Syslog. ®aiin xoHpurypamuu Syslog syslog.conf. Cenekropsr Syslog. CpeacrBa u ypoBHH
Syslog. [eiictBus ¢ coobiienusmu Syslog. YTumura newsyslog. Pabora yrumutel newsyslog.
@aiin koHpurypauuu newsyslog.conf.

6. TEMBI IPAKTUYECKHWX 1 CEMUHAPCKHNX 3AHATUM
6.1 IlpakThyeckue W CEMHHAPCKHUE 3aHATHS HE MPEAyCMOTPEHBbl y4EeOHBIM IJIAHOM
JTUCUUTLITAHBI.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITIPAKTHKYM)

L]ens. JIabopaTOpHBIN MPAKTUKYM IO JUCIUIUIMHE HAMPaBJiIeH HA U3YYCHHE CTY/ICHTaMU
BCEX COBPEMEHHBIX TMOJIXOAOB Il  oOecrieueHuss WHQPOPMAIMOHHON  0E30MacHOCTH
COBPEMEHHBIX OIEPAMOHHBIX crcTeM. OXBaThIBaeT KIMEHTCKHUE ONEPAalMOHHBIE CUCTeMe (Ha
6aze Microsoft Windows 10 u Alt Linux), a Takke cepBepHBIE OIEPallHOHHOE CUCTEMEBI (Ha 0ase
Microsoft Server 2026R2 u Alt Linux Server). B cooTBeTCTBHU ¢ PYKOBOIAIIUMHU JOKYMEHTAMH
00yuYeHHEe IPOUCXOTUT Ha CEPTH(DUIINPOBAHHBIE BEPCHSIX ONEPAIMOHHBIX CUCTEM.
Memooonoeuss OCHOBBIBaCTCSI Ha CAaMOCTOSITEIBHOM OOYYEHHH CTYACHTOB  PEIICHHUIO
CTaHJAPTHBIX 3a/1a4 Ha OCHOBE TEXHUYECKOHM JOKYMEHTAIMH, TEOPETUYECKOro Marepuaia. Bee
paboTel 00namaT MU GEPCHIMPOBAHHONW JIMHEHHO PACTYIICH CIOKHOCTHIO BBITIOJHEHHUIO H
CO3/1aHbl HAa OCHOBE CTAaHAAPTHBIX MPAKTUYECKHX 3aJauy COBpeMeHHOro mnpeanpustus. [louck
TEXHUUYECKONM uHdopManuu, a Takke MNoJ00p HEeOoOXOIUMOro pelIeHUs IPOU3BOJUTHCS
CaMOCTOSITENIbHO CTYJEHTaMH B OTKPBITBIX HCTOYHMKAX M KOHTPOIUPYETCS B XOJe
71a00paTOPHBIX 3aHATHIA U MPOIIECCE JEMOHCTPAIMH MOTYYSHHOTO PEIICHHS.
Pezynomam. TlonyuyeHHBbIE pelIEHUS IEMOHCTPUPYIOTCS CTYACHTOM Ui KaKIOTO W3 THIA
OTIepanMoOHHBIX cucTeM. [Ipr He0OX0AUMOCTH IEMOHCTPUPYETCS X0 BHITIOJTHEHUS PA0OTHI.
Tpebosanus k obopyooeanuio. JInsg BBINOTHEHHUS PabOT CTYJIEHTHI HCIOJB3YIOT HECKOJIBKO
BUPTYyaJIbHBIX MAallMH C pa3IMYHBIMH BEPCUSMH  ONEpAIOHHBIX CHUCTEM. B03MOXHO
CaMOCTOSITENIbHOE BBINOJIHEHHE Ja00paTOPHBIX paboT BHE JabopaTopuu. KomnbroTep ¢ &KecTKUM
muckom — 100 Gb, O3V: 8 Gb, Windows 10 Pro, BaseAlt (Anapr PabGouast craHims, AJbT
ceprep), Kali Linux, Oracle Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. ITo
JKEJIAaHWIO CTYJCHTa BCE BHPTYaJbHBIE MAIIMHBI MOTYT OBITh pa3BEPHYTHl Ha BBIICICHHOM
cepBepe BUPTYAIbHBIX MAITUH B JIA0OpaTOPHH.

Paznea 2. Iloagcucrema 0esonacuocta B OC cemeiictBa Windows.
Tema 4. Anaau3 noacucrems! 0e3onacHoct B OC cemeiictea Windows

JlabopaTopnasi pabora Nel (4 yaca). Ilonb30BaTesu ¥ rpynnbl.

Llenb. WI3ydyeHuwe cUCTEMBbl aJMHHUCTPUPOBAHUS IMOJb30BATENEd M TIpynm B
OTIepAITMOHHBIX CUCTeMax. M3yueHue cucreMbl 3amuThl nHpopManuu ¢ainoBbix cucreM NTFS
(MS Windows) u extd4fs (BaseAlt (Anbt PabGouas cranius, AnbT cepBep)). Peamuzaius
CHUCTEMBl pa3rpaHHYEHHE IMpaB JOCTyNa K KaTtajoraMm (aiiioBoil cucteMbl u (ailnam.
Pasrpannuenue npas octyna K ¢ailioBoii cucTeMe Mo CeTH.
3ao0aua. Bee 3amaun Heodxoaumo BeimoaauTh Ha OC MS Windows 10 u BaseAlt (Aibpt Pabouas
CTaHLMs, AJIBT CEPBED).

e PazpaboTaTh NOJUTUKY UMEHOBAHUS COTPYAHUKOB OpPraHU3aLINH.
e HeobOxomumo co3nath mnonb3oBaresnied B OC B COOTBETCTBHM C pa3pabdOTaHHOMN

MTOJINTUKOM:
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» Kopeiiko Anekcanap ViBanoBuu
= bamaranos Ulypa
= Mr. Panikovskii Mikhail Samuelivich
= QOcran bennep
e HeoOxomumo co3mate Tpynmnsl mnonb3oBareneit B OC: PykoBoactBo, IlmanoBo-
¢dbuHaHCOBBIN oTaelN, JlenapTaMeHT HHKCHEPHBIX PEIICHUH.
e BxirounTh Ka)XI0ro0 M0Jb30BaTENs B CBOKO rpymnimy: bennep -> PykoBoacrso, banaranos
-> JlemapTaMeHT HHXXEHEPHBIX pemenuii, Panikovskii -> ITnaHnoBo-(huHAHCOBBIN OTICII.
e Co3mare kataior OOO Pora m Kombita, B HeM karajorun OOmmMe HTOKYMEHTHI,
®unancoBble 0TYCTHI, [locTaBIIUKH.
Ha3nauuts npaBa 15151 JaHHBIX KaTaJIOrOB B COOTBETCTBUM C MATPULIEH JOCTYyIIa

PykxoBoacTBo [LinanoBo- JenaprameHT Kopeiiko

(bMHAHCOBBIN HMH)XEHEPHBIX
OTAEII penieHuin

OO0mmue 3 3 3 -

JIOKYMEHTBI

duHaHCOBEIC Y 3 - -

OTYETHI

ITocTaBmmku k! - .3 -

e B xkatanore «llocraBmuku» co3nars aitn Oco0oil BaXXHOCTH.tXt MPEIOCTaBUThH AOCTYI
TOJIBKO K 3TOMY (ailny ais ureHus wieHaMm «[lmaHoBo-¢puHaHCOBOTO OTIE»

e [IpenocraButh 001U KOCTYH K anke OO1IKe JOKYMEHThI Yepe3 CETh.

e IlIpenocraBuTh foctyn k nanke OOuye 10kyMeHThl i Kopeiiko, TOIbKO 11 YTEeHHS.

e 3ampeTruTh mnoip3oBaTeNsaM [lmaHoBO-GpUHAHCOBOTO oOTHENa XpaHUTh Ooibmie 1MO
uH(popmanuu B nanke OO1Me T0KyMEHTHI.

Tema 5. UnenTudpukanus, ayrearupuxanus u apropusanusa B OC cemeiicTBa
Windows

JlabopaTopHas padora Ne2 (4 yaca). MaccoBasi perucTpanusi moJib3oBareJiei

Llenv. W3ydyeHwe cUCTEMBI aJIMUHHUCTPUPOBAHUS IOJIb30BATENE MpHU [OMOIIM
crannaptHoro APl omeparnonHoil cuctemsl. M3ydeHne MeTo 0B Ha3HAYeHMs MpaB JOCTyMa K
o0BekTaM (haiIoBOI CHCTEMBI U3 CKPUIITOBBIX SI3BIKOB.
3ao0aua. Bee 3agaun Heodxoaumo Beimoaauth Ha OC MS Windows 10 u BaseAlt (Aibpt Pabouas
CTaHIMs, ATIBT CEpBep).

B ¢aiine B ¢dopmare cSV cozman crmcok Oonee 100 momp3oBarenelt, comepxkammii OO
COTPYTHUKOB, KOTOPHIM HEOOXOUMO MPEIOCTABUTH TOCTYI K KOMIIBIOTEPY:

Bacwucyanwuii JloxankuH, V.lohankin@roga-kopita.ru

3ocsa Cunnikasi, z.sinickaya@roga-kopita.ru

B cootBeTcTBUM ¢ pa3pabOTaHHOW TOJUTUKOW HMMEHOBAHUS COTPYIHHUKOB CO37aTh BCEX
MOJIb30BATENEH MPU MOMOIIM CKPUITA.

Cozmats B katainore OOO Pora u Kombita kaTanor ITons3o0BaTebckue JaHHBIE

Co3maTh KaTanory s KaXKI0ro IoJIb30BaTellsd U Ha3HAYNTh II0Jb30BaTeICH BIIAACIbIIEM CBOCTO
KaTajora.

3anpeTuTb BCEM JAPYTUM MOJIb30BATEINISAM JIOCTYI K JAHHOMY KaTaJloTy.

Pazpemuts rpyme PykoBoACTBO TOCTYN K KaTaJoTy I YTCHUS U 3alHCH.
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Tema 6. Aynut B OC cemeiicta Windows

JlabopaTopHas padora Ne3 (4 yaca). [losiutuka 6e3onacHocTH
Leny. V3ydyeHune BO3MOXHOCTH YHPABICHHUS TPYIIOBOM IMOIUTUKH ONEPALMOHHBIX
cucrem cemerictea Microsoft Windows.
3adanue Nel. Bemonuserca tonpko non OC Microsoft Windows 10 u Microsoft Windows
Server.
1. Ompenenute ciaeayoOUIyI0 MOJIUTUKY TapOJICH:
1.1. YcTaHOBUTE KOJIMYECTBO 3alIOMHUHAEMBIX TTapoJiei paHoe 10.
1.2. YcranoBuTe CpOK ACUCTBUS Tapojiel paBHbIM 10 qHsIM.
1.3. YcranoBuTe MUHUMAJIBHBIA CPOK JCHCTBUS MApOJIsi PABHBIM 5 THSIM.
1.4. TToTpeOyiiTe yCTaHOBKY MapoJisi, OTBEYAIOIIETO TPEOOBAHUSIM CIIOKHOCTH.
1.5. YcranoBuTe [UIMHY HapoJisi HE MEHEe 5 CUMBOJIOB.
1.6. OTrIrOYMTE UCTIOIB30BAHUE O0PATHOTO MU(POBAHUS MTPH XPAHCHUHU TIAPOJICH.
2. 3apnaiiTe NOMUTHUKY OJOKUPOBKH YUETHBIX 3aITUCEH:
2.1. Onpenenure OJOKUPOBKY YYETHOM 3amucH 4Yepe3 3 HEyAauyHbIX TOIMBITKA BXOJa B
CHCTEMY.
2.2. Onpenenure OJOKUPOBKY YYETHOW 3alMCH IMOCJIC HEYAAYHBIX MOMBITOK BXona Ha 10
MUH.
2.3. Onpenenure BpeMsi B TCUCHHE, KOTOPOTO TIOJICYMTHIBAIOTCS HEYAAYHBIC MOMBITKH BX0OJIa
paBHBIM 15 MHuH.
3. CnenaiiTe perucTpaIio CJIeIyOIIHX COOBITHI:
3.1. Bxox B cucremy (ycmex).
3.2. loctyn Kk 00beKkTaM (ycrex).
3.3. locTym Kk cinyk0e kaTanoros (ycmex).
3.4. I3MeHeHne TOTUTHKY (yCTeX).
3.5. Mcnonp3oBaHue npuBuieruil (ycmex).
3.6. OtcnexxuBaHue nporeccos (ycnex).
3.7. CucreMHbIe COOBITHS (yCTeX).
3.8. CoObITHus BXO/a B cUCTEMY (yCIIeX).
3.9. YmpaBneHue yueTHbIMH 3alUCAMU (yCIIEX).
3aoanue Ne2.
OcymmecTBUTe TPW HEyJa4dHbIe TOIMBITKH BXoJa B cucTeMy. IIpoaeMoHCTpUpyiTe padoTy
CUCTEMHBIX KypHAIOB PETUCTPALIUU COOBITHIA BXO/A.

Tema 9. Ycuiienue noacuctemMbl 0esonacHoct B OC cemeiictBa Windows

JlaGoparopuasi padora Ne4 (6 yacoB). OrpaHn4eHHOe UCIIOJIb30BAHUE NIPOTPAMM

Lleny. V3ydyeHune BO3MOXXKHOCTH H3MEHEHMsI ypOBHEH O€30MacHOCTH OMNepaliOHHON

CHCTEMBI ITyTeM OJOKUPOBAHUS OMPENEIEHHBIX TPUIOKESHUH.
3adaua. Bemomasate Toneko 1 OC Microsoft Windows 10 u Microsoft Server.

1. 3apaiiTe monUTHKY 6€30MACHOCTH MO «OEIOMY CITHCKYY.
Jlo6aBbTe K UCTIONHAEMBIM (aiinam, hailiibl ¢ pacuIMpeHHEM «.1Spy.
PazpemuTe BceM Mosib30BaTeNsiM POBEPSATH CEPTUDUKATHL.
3anpeTuTe Mo Xel-3Ha4eHHUIo 3amycK IporpaMMbl «KanbKymasTopy.
3ampeTHuTe YCTaHOBKY IPOTPaMM, 3arpyXeHHbIX n3 MHTepHeTa.

akrown
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Tema 7. Bo3moxknoctu mudposanus painos B OC cemeiictea Windows

JlaGopaTopuasi padora Ne5 (4 uyaca). B3jiom mapoJieii mosib3oBareJiei
B3nowm maponeit Microsoft Windows 10.

1. VYcranoButh Ha BUpTyaibHyI0 MamuHy Windows 10.

2. Cozpmate Tpex monb3oBarenei ¢ umeHamu DUO-Huszkwiti, OUO-Cpennmii, OUO-
Bricokuit, rne ®UO-Bama pamuus umst ordectBo. Hanmpumep:

3. KAE-Huskuii, KAE-Cpennmnii, KAE-Bricokwuii.

4. YCTaHOBUTH JJIs KaXKJIOTO MOJI30BATENS CBOM Mapoib.

5. Jlnsa Huskuii - 6 OykB 1 nudp gaTuHCKOTO ajidaBuTa.

6. Jus Cpennuii - 12 OykB u 1iudp JaTHHCKOTO andaBuTa.

7. Jlns Beicokwuii - 15 cuMBOIOB BKJIIOYasi 3arjiaBHbIE U MPOIMUCHBIE OYKBBI, IU(PHI, CHEIl.
CUMBOJIBI.

8. Coxpanuts Bce daitnsl B daitn Lab3\pass.txt

9. Haiitu bootkey OC Windows.

10. Beirpy3urs 6a3y naposueit SAM.

11. B3nomath maposiu ucnosib3ys jiooyro yrumuty Kali Linux. Hampuwmep john.
Tema 9. Ycunenue noacucremol 0ezonacHoctu B OC cemeiictea Windows
JlabopaTtopHasi padora Ne6 (6 wuacos). IIpo3paunoe mudpoBanue ¢paitaoBoi

CHCTEMBI

L]eny. N3yyeHne BO3MOXKHOCTEH NPUMEHEHHsI «IIPO3pAayHOro» IU(GpPOBaHUS JaHHBIX B

(aiinoBbIX cucTEMaXx.

3a0aua. Opranuszaiysi 3al|Thl HCIOMHsIeMOro koja. Bemmomusercs gt OC Windows

Server u ans BaseAlt (Anbt Pabovas cranims, AnbsT cepsep). Bo3amoxno ucnonb3oBanne LUKS
i LVM.

VYcranosute WEB cepsep apache wnu ngnix. Cosnmate katamor WWW jisl XpaHEHHS
maHHbIx canta B kKatassore OOO Pora u Komnsrra.

Hactpouts oToOpaskeHue TecToBOM cTpanuilbl index.html mis nanuoro caiira.

Cosnmath monb30Baresiss WEb-Www ¢ mpaBaMu TOJNBKO YTEHHS W 3allCH JaHHBIX B
KaTajior WWWw.

Hacrtpowuts mudposanue (haitno s katasora WWW B yCTAaHOBHUTB KJTFOUYH MIH(DPOBAHMS
qutst montk3oBarenst Ocran Benmep u s web-www.

Bce ocranbHbie MOJIB30BaTENN HE JOJKHBI HMETh TOCTYIT KaTajory.

[TpoBeputs utenue daiina index.html mox apyrum moss3oBarenem.

Paznea 3. Iloacucrema 0ezonacuoct B OC cemeiicrea UNIX
Tema 10. Anaau3 noacucreMsl 0e3onacHocTd B OC cemeiictea UNIX

JlaGoparopHasi padora Ne7 (6 yacos). llludpoBanue u xemumpoBaHue
L]eny. 3yyeHne MeTo10B KOHTPOJIS LEIOCTHOCTU U MU(POBAHUS JaHHBIX.

3aoanue Nel. Bemonnsercs s OC Microsoft Windows 10 u BaseAlt (Anbt PaGouas cranius,
ATbT cepBep).

B katamore OOO Pora u Komnbsira\dunancosbie otyetsl co3naiite 1000 ¢daitioB oTueToB
¢ UMeHaMu B cieayromiem gopmare: yyyymmdd-report.txt, rae yyyy-roa, mm-mecsii B
Buze uncia, dd — nenp. Co3manue (aiiaoB peaan3oBaTh CKPUIITOM HAuWHAs ¢ TEKYIICH
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naTtel 1 Haszan B mponutoe Ha 1000 mueit. B ¢haiin 3amucaTth Tekyimiee Bpems B hopMate
yyyymmddhhMMss.

Co3naatsb ¢aitn ¢ kouTpoabHBIMU cyMMamu (hash) amis Bcex daiiioB karaiora.
CrenepupoBath KIt04 M(PpOBaHUS JaHHBIX 1 §PJ.

3ammdpoBarh Bce Gaiiabl OTYCTOB KaXKIbIH OTICTBHO.

3aapXuBUpOBaTh BCE 3aIM(ppoBaHHbIe (Paiiabl U (aiia ¢ Xem cyMMaMHu U MepenaTh ero
Ha apyryo OC (¢ MS Windows 10 na BaseAlt (Anbst Pabouas craiust, AJbT cepBep) U
Hao00poT).

PacniakoBats ¢aiinel u pacmmdpoBaTs ux. [IpoBepuTs Bce Xem cyMMbI Qaitios.
W3menuth omuH U3 (aiijioB ¥ MPOJAEMOHCTPUPOBAThH, YTO XCII CyMMbI y (ailioB He
COBIIAIAIOT.

3aoanue Ne2. Bemonnsiercs aias OC Microsoft Windows 10 u BaseAlt (Anst Pabouas cranius,
ATbT cepBep).

UNIX

VYceranoButh Ha BupTyainbHble MamuHbl KpuntoAPM I'OCT. Buumanue! IIporpamma
Oyzner pabortaTh TonbKO 14 nHEl. Mcnonp3yiiTe KOMMKU BUPTYaTbHBIX MAIIIKH.
Chopmupyiite TecTOBbIM KBaIM(DUUIMPOBAHHBIN cepTU(PUKAT ANEKTPOHHONW MOIIUCH B
TECTOBOM yniocToBepstomeM nentpe Kpunrollpo.

Cdopmupyiite KBaTuPpUIUPOBAHHYIO AIEKTPOHHYIO MOIKCH ISl QpXHBA OTYETOB.
ammdpyiite apxus 1 nepenaaiite ero Ha apyryto OC.

Pacummdpyiite apxuB npu nmoMomu ceptudukata U MpOBEPHTE SIEKTPOHHYIO MOAMNKCH
JIOKYMEHTOB.

Hononnumenvnoe 3adanue. COXpaHUTE 3aKpbITBIM KII0Y MU cepTU(UKAT KIo4ya Ha
otuyxaaemoM Hocuresne (RuToken, Jacarta v T.1.). ¥ BBIOJHHUTE MOJHOCTBHIO 3a/IaHHUE
Ne2.

Tema 11. Unentudukanus, ayrenTupuxkauusa u asropusauus B OC cemeiicTBa

JlabopaTopuas padora Ne8 (6 yacoB). OTkazoycroiitunBoctb. RAID MaccuBbI
Lleny. M3yyeHne BO3MOKHOCTEM INMPOTPAMMHBINA CPEICTB CO3JAaHUS OTKA30yCTOMYMBBIX

XPaHUITUIIL JAHHBIX IS 00€CTICUeHHSI EJIOCTHOCTH U IOCTYITHOCTH HH(POPMAIIHH.
3aoanue. Bemonusercs st OC Microsoft Windows Server u BaseAlt (AnsT Pabouas cTanmms,
ATBT cepBep).

Coznarp nporpammubiil oTkazoycToitunBsiii RAIDO maccuB B OC cocTosiiuii U3 ABYyX U
0oJiee JKeCTKUX TUCKOB (e Kap/l, He3aBUCUMBIX JUCKOB).

Cdhopmuposats 100 ¢aiinos mo 100 merabailT 1aHHBIX.

Pazpaborate ckpunt xonupyroommii manaeie Ha RAID maccuB u 3acekaronuii Bpemst
KOMMPOBAHUS MHPOPMAITUH.

Cunrats nannsie ¢ RAID maccuBa u 3adukcupoBaTh BpeMs YTEeHUS JaHHBIX.

[ToBTOPUTH dKCIIEPUMEHT HE MeHee 25 pas.

[IpoBectu rpaduyeckuil cTaTUCTUUECKHM aHanM3 pe3yibTaToB ObicTpozeiicTBus RAID
MacCHUBa.

IToBTOpuTs Bee maru st RAID MaccuBoB ypoBHs 1 1 5. [IoAroToBUTH CpaBHUTENBHBIN aHATIN3
OwIcTpoeiicTBHs Kaxaoro u3 TurnoB RAID maccuBoB B paznuunbix OC.
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Lonoanumenvnoe 3adanue. IlpoBectu TectupoBanue anmnaparibix RAID koHTpomnepos,
BCTPOCHHBIX B cepBepa J1adopaTopuy WM Ballld HEPCOHAJIBHBIE KOMIIBIOTEPHI IPH
HAJINYUU HE MEHEe JBYX HE3aBUCHUMBIX JKECTKHX JHUCKOB.

Tema 12. Ayaut B OC cemeiicra UNIX
JlaGoparopHasi padora Ne9 (6 yacoB). JlomeHnbl
Llens. V3ydyeHue BO3MOXKHOCTEH CO3/laHUS KOHTypa O€30HacHOCTH NpPEANpPHITHS Ha

OCHOBE JOMEHHOM CTPYKTYphl. IIpUMEHEHHME TpPYIIOBBIX IOJUTHK O€30IMaCHOCTH K
0JIb30BATEISIM M KOMITBIOTEPAM MIPEATIPHSITHSL.

3aoanue. Bemomusiercs ms OC Microsoft Windows Server u BaseAlt (Anbst Pabouast cranius,
ATbT cepBep).

YcranoButh poiib «Kontposnepa nomena» B OC Microsoft Windows Server.
BxitrounTs B 1oMeH oy pabouyio crannuio Ha OC Microsoft Windows 10.

Bxitounts B 1oMeH oxHy padouyio cranuuio Ha OC BaseAlt (Anbr Pabouas cranmms,
AJbT cepBep).

Boinonuuts JIabopatophyto padoty Nel [Tonb3oBarenu u ['pynmsl ans qoMeHa.
[IpoaemMoHCTpHpOBaTH AOCTYII K OOIIUM MankaM co BceX pabodux CTaHIIHM.

Jononrnumenvroe 3aoanue. HacTpouTh eMHOE XpaHWIuile npoduiei moiap30BaTeNs Ha
CETEeBOM JIUCKE cepBepa. [IpoaeMOHCTpHpOBaTh MUTPAIHIO PO UIIEH TTOTb30BATEIIS.

Tema 12. Aynut B OC cemeiictBa UNIX

JlaGopaTopuasi padora Nel0 (10 wacoB). AyauT COOBITHIA

L]ens. I3yueHne MEXaHU3MOB PETUCTPaAllUK pa3iuyHbIX coObITH B OC. O3HaKOMIICHHE C

METOIaMH aHaJIN3a COOBITUH MO Pa3IUYHBIM KPUTECPHSIM.
3aoanue. Bemonusercs mis OC Microsoft Windows Server u BaseAlt (Anbpt Pabouas cranmus,
ANbT cepBep).

HacTtpouTh monuTuky peructpanuu coObITHMH BXOAa B CHUCTEMY M OIIMOOK BXO/a B
CUCTEMY I JOMEHA.

PacripocTpaHuTh MOJIMTUKY Ha BCE KOMITBIOTEPHI JOMEHA.

Hamucare ckpunt Ha powershell momyuwarommii Bce sxypHaibl COOBITHI ¢ KOMITBIOTEPOB
JIOMEHa.

[IpoBectu aHanu3 *ypHaJIOB COOBITUN C yKa3aHHEM BCEX OTKa30B BXOJa B CUCTEMY JUIS
nosib3oBarens «Kopekoy.

[MpoBecT nOKaNBHBIA aHaNW3 KypHanoB coObituii mis OC BaseAlt (Anbt Pabouas
CTaHLus, AJIBT cepBep). BeliennTh Bce 0TKa3bl BXOAA B CHCTEMY.

Hononrnumenvroe 3aoanue. Bemonusercs mis OC Microsoft Windows Server u BaseAlt (Anbr
PaGouas cranmms, AJTbT cepBep).

Coznmate katanor ¢ ¢aiaamMu KypHaJIoB yIoBieTBopsromux macke: yyyymmddhhss.txt
He meree 100 daiinos.

Hanmcath ckpunT peanu3yomuil pe3epBHYI0 KOMUIO JaHHBIX (aiiIoB:

1. Bee daiinbl 3a mpONUIBI MECSI] OTIPABIAIOTCS B apXHUB YYyymm.zip

2. Bce aiinbl 3a mponuIyr0 HENeIo OTHpaBisioTcs B apxuB yyyymmKW.zip KW -
HOMEp HEJIeTH B TO1Y.
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3. Bee ¢aiinbl He crapie 7 qHEH OCTaIOTCS B KaTaiore.

8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbBHBIX PABOT, PE®OEPATOB
8.1 KontposbHbIe paboTHI, pedepaTsl 1 KypcoBbI€ pabOThl HE MPEyCMOTPEHBI YYeOHBIM

IIJTaHOM JUCHUIIIINHBI.

© o~

11.

12.
13.

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

™=

9.1 HEPEYEHbBb BOITPOCOB K 3K3AMEHY 1
OcHOBHbIE OHATHUSA U TOJO0XKEHUS 3aIIUTH HHPOPMAIK B UH()OPMALIMOHHO
BBIUMCIIUTEIBHBIX CUCTEMAX
Tpexoartannas pa3paborka Mep no odecreueHno 6e30nacHOCTH UHPOPMAITMOHHBIX
cucteM. Craausi BbIpaOOTKH TpeOOBaHUMN
Tpexoartannas pazpabotka Mep mo odecredeHno 6e30MacHOCTH UH(HOPMAIIMOHHBIX
cucreM. Ctanus onpeaesieHus CrocoO0B 3aIIUThI
Tpexoartannas pa3paborka Mep Mo o0ecrnedeHn0 0€30MaCHOCTH MH(POPMAIIIOHHBIX
cucreM. Cragus onpeneneHust QyHKIHHA, TPOLEIyp U CPEICTB O€30MMacHOCTH,
pean3yeMbIX B BUEC HEKOTOPHIX MEXaHU3MOB 3alllUTHI
OcHoBHbIE NPUHLUIIBI 0OecTIeYeHHs] THPOPMAIIMOHHOM 0€3011acCHOCTH B
aBToMatuzupoBaHHoi cucteme (AC)
Yrpo3sl 6e30nmacHOCTH HHPOPMAITIH B HHPOPMAIIMOHHO-BBIYMCIUTEIBHBIX CUCTEMAX U
uX KJIaccu(UKaIHUIO.
JoctynHocTs HH(pOpMaImu. YTpo3a JOCTYITHOCTH.
[enoctHOCTH MHpOPMALIUU. YTpo3a HapyIIEHUS 11eTOCTHOCTH
Kondunennuansuocts nHGopManuu. Yrpos3a HapyleHUs] KOHPHUISHINATbHOCTH

. OCHOBHEIE HaIlpaBJICHUA U MCTObI pCaJIn3allun YIpo3 HHCI)OpM&I.IHOHHOfI 0C30ITacHOCTH.

Knaccugukanus 310yMbIIIIIEHHUKOB.

OCHOBHbBIE MOHATHS TPOrPAMMHO-TEXHUYECKOT'0 YPOBHS 00ecTIeyeHus
MH(OPMaLlMOHHON OE€30MaCHOCTH.

OcHOBHBIE CepBUCHI 0€30MaCHOCTU U UX OCOOCHHOCTH.

TpeboBaHusl K 3aMIMTE KOMIBIOTEPHON NHPOPMAIIUU C YUETOM Pa3IUYHBIX
HOPMAaTUBHBIX JOKYMEHTOB.

[IpuHnMnUansHbIe HEAOCTATKH 3aUTHRIX MexaHu3MoB OC cemerictBa Windows.
Mexanusm unentudukanuu nomszoBareneit B OC cemerictBa Windows.
Mexanusm ayteHTHQUKauu noib3osareneit B OC cemeiictBa Windows.
MexaHu3Mbl pasrpanndenus gocryna k aitnam B OC cemeiicta Windows
[Toncuctema aynura B OC cemerictBa Windows. Kareropuu ayanra
XKypnans! ayaura. Tursl perucTpupyeMbIX COOBITHI B XKypHajax ayauTa
@aitnosas cucreMa EFS B OC cemeiictBa Windows

Bosmosxnoctu mudpyromeit gaiinosoit cuctemsl EFS

Mudposanus nuckoB BitLocker B OC cemeiictBa Windows

Pabota ¢ nocraBmukamu ciy>x0s! mudpoanus CSP

Bosmoxxkaoctu CryptoAPI B OC cemeiictBa Windows

Cayx6a UAC B OC cemeiictBa Windows

9.2 HEPEYEHD BOITPOCOB K 9 K3AMEHY 2
II1a610HEI 6e30macHocTH B OC cemerictBa Windows.
IToncucrema 3amutel B OC cemericrBa Windows.
BrisiBnieHne u ycTpaHeHue ys3BUMOCTH B noacucteMe 3amuTtbl B OC cemelicTBa
Windows.
Bo3moxxnoctn ycunenus noacucreMsl 6e3onacHoctr B OC cemerictBa Windows.
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Opranu3zaiys aHTUBUPYCHOM 3allIUTHI.

©ooNo O

OcHoBHbIe Mexaun3Mbl 3a1uThl B OC cemericta UNIX
[IpuniunuanbHbie HEAOCTATKU 3aUTHBIX MexaHn3MoB OC cemerictBa UNIX
Ocobennoctu noacucremsl oesomnacHoctd B OC cemericrea UNIX.

[IpoTuBOACicTBHE BUPYCHBIM aTakaM B cucteMe. Bribop anTuBupyca.

10. Mexanu3m unentudukanuu nosnp3osateneit B OC cemericta UNIX.
11. Mexanu3sm ayreHtudukanuu nosuszoBateneit B OC cemerictBa UNIX.
12. TToaxmrouaembie Moy ayTeHTHDuKanuu PAM u pabote ¢ aumu B OC cemelicTBa

UNIX.

13. Mexanusm pasrpanndenus gocryna k daitiam B OC cemerictBa UNIX.
14. Cucrema mmdposanus ¢aitnos PGP B OC cemetictBa UNIX.
15. Kondurypauus noacucremsl 3amuthl B OC cemerictBa UNIX.
16. BeisiBieHHEe U yCTpaHEHHE YsI3BUMOCTH B mojcucteMe 3ammuThl B OC cemeiictBa UNIX.
17. Bash-ckpuntsl u padota ¢ Humu B OC cemetictBa UNIX.
18. Bo3amoxknocTH ycminenus noacuctemsl 6e3omacHoctd B OC cemeiictBa UNIX
19. LenTpanuzoBaHHas CCTeMa PETUCTPALIMU CUCTEMHBIX cooOmieHuii Syslog.

Bosmosxnoctu cuctemsl Syslog.

20. IIudosanue daiinos npu nomomu PGP. Oco6ennoctu PGP

21. TToncuctema ayaura B UNIX
22. Benenue u aHanus xypHaioB 6ezonacHoctd B OC

8. CAMOCTOSTEJBHAS PABOTA CTYAEHTOB

HazBanue pa3nenoB u teM | Bug camocrositenbHON O6vem B | dopma KOHTPOJIS
paboThI yacax
1 2 3 4

Pasnea 1. 3amura nngopmManuu B COBpeMeHHbIX HHGOPMALMOHHBIX CHCTEMAX

1. OcHOBHBIC TIOHATHS U HOI[I"OTOBK@.KJ'IGKI_II/II/I,
MOJIOKCHHA 3alllMThl HH- | IIOATOTOBKA K CAa4e

Tectol epen
JIEKITMEH, DK3aMeH

nHpOpPMAIIMOHHON Oe30ma- | FK3aMeHa
CHOCTH U €T0 OpTaHU3aIUs

bopmanun B | DK3aM€Ha 2

nH(}OPMaLIOH-HO

BBIUUCIIUTENIBHBIX CUCTEMAX

2. Yrpos3sl Oe3omacHoctu | IloaroroBka K nekuuwu, Tectsl nepen
uHpopmanuu B HHPOpPMa- | MOATOTOBKA K cllaye 2 JIEKIMEN, SK3aMEH
LIMOHHO-BBIUMCIIUTEIBHBIX | 3K3aMEHa

cUCTeMax

3. IIporpammuo-texnudec- | IloaroroBka k nekuuu, Tectsl nepen

KM ypoBeHb oOecredeHus | MOArOTOBKa K cliaye 2 JIEKIMEN, SK3aMEH

Pazgea 2. Hoacucrema oesonacuoct B OC

ceMmeiictea Windows

4, Awamu3 moxcucteMsl | [IoaroroBka K JeKIuH,

Tectol nepen

0e30MmacHOCTH B OC | moaroToBka Kk cuaue Jiao. 6 JICKIIMEH, 3aIuTa
cemeiictBa Windows paboT, 9K3aMeHa 1a0. paboT, IK3aMeH
5. Unentudukanus, ayteH- | IloaroroBka k nekuumu, TecTsl nepen
TUUKAIKUS W aBTOpU3AIUs | MOATOTOBKA K caue jao. 6 JIEKIMEH, 3aIUTa

B OC cemetictBa Windows | pabor, 3k3amMeHa 1a0. pabot, IK3aMeH
6. Aynmut B OC cemetictBa | [ToaroToBka K JIeKIuw, 8 Tectbl nepen
Windows [MOATOTOBKA K caaue Jia0. JIEKLMEHN, 3allnTa
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pabort, 3K3aMeHa 1a0. pabot, IK3aMeH
7. Bosmoxxnoctu mugposa- | [loaroroska k Jekuuu, Tectol nepen
Hus  QaiimoB B OC | moaroToBka k caaye jnao. 4 JIEKLIMEH, 3aIuTa
cemerictea Windows paboT, sK3aMeHa 71a6. paboT, FK3aMeH
8. Ilpoume Bo3moxxkHocTH | IloaroroBka K nekuuwu, TecTsl nepen
MOJICUCTEMBI O€30MMAaCHOCTH | MMOATOTOBKA K cliadye 1ad. 4 JIEKIIMEH, 3a1mTa
B OC cemerictBa Windows | paboT, 3x3amMeHa 71a6. paboT, FK3aMeH
9. Vcunenue mnoacucteMsl | [loaroropka K JeKIuu, Tectol epen
0e30IMacHOCTH B OC | moaroToBka K cjaaue jiao. 5 JIEKI[UEH, 3aI[1uTa
cemerictea Windows paboT, PK3aMeHa 71a0. paboT, FK3aMeH
Paznen 3. Iloacucrema 6ezonacuoctu B OC cemeiicta UNIX
10. Amnamu3z mnoacuctemsl | [TonroroBka k nexuumu, Tectol mepen
0e30ImacHOCTH B OC | moaroroBka K cjade j1a0. 5 JICKIIMEH, 3alIuTa
cemerictBa UNIX paboT, 9K3aMeHa 71a0. paboT, FK3aMeH
11. WNnenrudukanus, | [loqroToBka K JEKIUH, Tectol nepen
ayTeH-TH(PUKAIUS U | OArOTOBKA K caaue jao. 5 JIeKIMeH, 3aIIuTa
aBTOpHU3ALIUS B OC | pabort, ax3ameHa 1ab. pabot, IK3aMeH
cemeiictBa UNIX
12. Ayaut B OC cemeiictBa | [ToaroroBka K JeKIuH, TecTsl nepen
UNIX [IOATOTOBKA K cliaye Jia0. 5 JIEKLIMEHN, 3aluTa
paboT, 9K3aMeHa 1a0. paboT, IK3aMeH

11. YYEBHO-METOJMYECKOE U UHO®OPMAIIMOHHOE OBECHEYEHUE
JUCUMUIIAHBI

a) Cnucok peKoMeH/1yeMoii JIUTepaTypsbl:

OCHOBHasl
1. Ilpockypun, B. T'.3ammra B onepanmoHHbIX CUCTEMAaX : y4yeOHOe mocodue ajisi By30B /
[Tpockypun B. I'. - Mocksa : I'opsiuas nunus - Tenekom, 2014. - 192 c. - ISBN 978-5-9912-

0379-1. - Tekcr : oamekrtponHbii // OBC "KoncymbranT crygenta" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203791.html
2. . MaprembsiHoB, . ®@. Onepaunonssie cucteMbl. KOHIENMIMU  TOCTPOCHUS U

oOecrieyeHns 6e30MacHOCTH : yueObHoe mocobue ais By3oB / Maptembsanos 0. @. , SIkoieB Al
B., SlkoBneB AH. B. - Mockga : ['opstaast muaus - Tenexom, 2010. - 332 c. - ISBN 978-5-9912-
0128-5. - Texkct: onextponubii // OBC "Koncymbrant cryamenta": [cait]. - URL
https://www.studentlibrary.ru/book/ISBN9785991201285.html

3.  Hymkun A.B., IlporpaMmmHo-amnmapaTHble cpeAcTBa obOecredeHuss HH(OpMarmoHHON
0e30macHOCTH [DNeKTpoHHBIN pecypc|: Yuebnoe mocobme st By3oB / A.B. ymkun, O.M.
bapcykos, E.B. Kpasuos, K.B. CnaBnos. Ilon penakuuneiit A.B. lymxkuna - M.: 'opsiuas nuHus -

Temekom, 2016. - 248 c¢. - ISBN 978-5-9912-0470-5 - Pexwum jgoctyma:
http://www.studentlibrary.ru/book/ISBN9785991204705.html
JOMOJITHUTCJIbHAA

4. byzoB T'.A., IlpakThueckoe pPyKOBOJICTBO MO BBHISBICHHUIO CHEIHMAIBHBIX TEXHUYECKHX
CPEJICTB HECAaHKIIMOHUPOBAHHOI'O MOJIy4eHUs nH(popManuu [ DaekTpoHHBbIH pecypc] / byzos I'.A.
- M.: Topsiuas nunus - Tenekom, 2010. - 240 c. - ISBN 978-5-9912-0121-6 - Pexum mocryna:
http://www.studentlibrary.ru/book/ISBN9785991201216.html

5. 3akon P® "O rocymapctBenHoi TaitHe" ot 21.07.1993 N 5485-1 (mocnenHsst pemakiius).-
Pesxum moctyna: http://www.consultant.ru/document/cons_doc_LAW 2481/
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6. denepanpubiii 3akoH 0T 27 utoinst 2006 1. Ne 149 - @3 «O06 nnpopmanmu, nHPOPMAITMOHHBIX
TEXHOJIOTHSIX u 0 3aIlnTe uHpopmaIum.- Pexum
nocryna: http://www.consultant.ru/document/cons_doc_LAW_61798/

7. ®enepanbupiii 3ak0oH oT 06.04.2011 N 63-®3  «OO6 3JI€KTpOHHON TOANMHUCH».- Pexum
nocryna: http://www.consultant.ru/document/cons_doc LAW_112701/

8. I'OCT P UCO/MDBK 27002-2012 NudopmarimonHas TeXHOJIOTH. MeToIbl B CpeACcTBa
obecnieueHuss Oe3omacHocTr. CBOJ HOpPM U MpaBU MEHEIKMEHTa. — Pexum nmocryma:
https://gostexpert.ru/gost/gost-27002-2012

yueOHO-MeTOoaAn4YecKas

1. KioukoB A. E. Meroaudeckue yka3aHUs I CAaMOCTOSTEILHON pabOTHI CTYJACHTOB
Mo AUCIUIUIMHE «3aluTa B OINEPAlMOHHBIX CHUCTEMax» Uil CTYJIEHTOB OakallaBpuara I10
HarnpaBiaeHuto noarotoBku 09.03.03 «llpuknagHas wuHPOpMATHKa» | CIEHUATUTETa I10
cnenuanbHocTH 10.05.01 «KommbrorepHas GezonmacHoCTh» 04HON (opmbl oOyueHus / A. E.
Knoukos; Y'YV, ®MUHAT. - Yneanosck : Yal'V, 2019. - 3aru. ¢ skpana; HeonmyOnukoBaHHBIN
pecypc. - OmektpoH. TekctoBblie naH. (1 daiim : 332 KB). - Tekct : 3IeKTpOHHBIH. -
http://lib.ulsu.ru/MegaPro/Download/MObject/10240

CornacoBaHo:
b e e
OHPEKTOP HB / BYPXAHOBA M.M. /4;/r / Zazy
JI0IIKHOCTH COTPY/IHHKA Hay YHOH OUOIHOTEKH PHUO o/ #fch aara

0) [IporpammHoe o0ecnieueHune
- onieparronHas cpena OC Windows/ Anet Pabouas cranmus §;
- Microsoft Office / MoiiOduc CrangapTHBII.

8) Ilpogheccuonanvusie 6a3vt 0annvlx, unhopmauyuonno-cnpagounsvie cucmemnt 2021

1. D71eKTPOHHO-0N0INOTEYHBIE CHCTEMBI:

1.1. IPRboOKS : snekTpoHHO-OMONIMOTEYHass cUcTeMa : caiT / rpymnma kommanuii Al ITu Ap
Menaua. - Capatos, [2021]. — URL: http://www.iprbookshop.ru. — Pexxum moctymna: ajist 3apeructTpup.
IIOJIB30BaTENIEH. - TEKCT : 3JIEKTPOHHBI.

1.2. YOPAWT : snekrponHo-GubIHOTeHas cucteMa : caift / OO0 DIeKTPOHHOE M3aTENHCTBO
IOPAWUT. — Mockpa, [2021]. - URL: https://urait.ru. — Pexum [ocTyma: i 3aperdCTpHp.
II0JIb30BaTeNIEH. - TEKCT : 3JEKTPOHHBIN.

1.3. KoHCyJIbTaHT CTYJICHTA : 3JIeKTPOHHO-OnOmoTteunas cucrema : caidt / OOO [lonurexpecypc.
— Mocksa, [2021]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexwum jgoctyma: mis
3apErUCTPUp. MOIb30BaTeNe. — TEKCT : 3JIEKTPOHHBIMN.

1.4. KoHcynbTaHT Bpaya : 3JIEKTpOHHO-OMOIMoTeuHas cucrema : cailt / OOO Bricmias mkona
OpraHu3alMy U yNpaBlieHHs 3IpaBoOXpaHeHHEM-KoMIIeKCHBIM MEeIUIMHCKUA KOHcanTHHT. — MOCKBa,
[2021]. — URL.: https://www.rosmedlib.ru. — Pexxum gocTyma: [ist 3aperucTpyp. Mob3oBareneii. — TekcT

: DJIEKTPOHHBII.
1.5. Bonpimias meauuumHckas OMOIMOTEKA @ 3IEKTPOHHO-OMONMoTeuHas cuctema : cait / OO0
Bbykamn. — Tomck, [2021]. — URL: https://www.books-up.ru/ru/library/ . — Pexum mocrtyma: st

3apErUCTPUp. MoJab30BaTeNe. — TEKCT : 3JIeKTPOHHBIMN.

1.6. Jlanp : snekrpoHHO-OMOIMOTEYHasa cucrema : caiit / OO0 DBC Jlanb. — Cankr-llerepOypr,
[2021]. — URL: https://e.lanbook.com. — Pexxum moctyna: ams 3aperucTpup. moib3oBaTeneid. — Tekcr :
3JIEKTPOHHBIN.

1.7. Znanium.com : snekTpoHHO-OMOIHOTeYHast cuctema : caiit / OOO 3Hanmym. - MockBa,
[2021]. - URL: http://znanium.com . — Pexxum nmocTyna : Ui 3aperucTpup. moib3oBaTerne. - Tekcr :
3JIEKTPOHHBIN.
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1.8. Clinical Collection : xoJeKIUs ISl METUIIMHCKUX YHUBEPCUTETOB, KIIMHUK, MEIUIIMHCKHX

OMOIMOTEK /l EBSCOhost : [mopTan]. - URL.:
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-
€97828f9f7e1%40sessionmgrl02 . — PexxuMm JocTyma : JUisl aBTOpH3. TMoOib3oBarenei. — Tekcrt :
3JIEKTPOHHBIN.

1.9. Pycckuii s13pIk KaK HHOCTPAHHBIH | 3JIEKTPOHHO-00pa30BaTeILHBIN pecype Il HHOCTPAHHBIX
crynenTos : caiit / OO0 Komnanus «Aii [Tu Ap Menua». — Caparos, [2021]. — URL: https://ros-edu.ru.
— Pexxum fgoctyna: 1yist 3aperucTpup. noyib3oBareieid. — TeKCT : 3IeKTPOHHBIH.

2. KouncyabrantIlmioc [DnekTpoHHBIH pecypc]: chpaBouHas mpaBoBas cucrema. /OO0
«Koncynprant [Lmroc» - DiaekTpoH. naH. - Mocksa : KoncynerantlLiroc, [2021].

3. ba3pl JaHHBIX NEePHOANYECKUX U3TAHU:

3.1. ba3a naHHBIX MEPUOJMYECKUX M3aHUil : AnekTpoHHbIe KypHaisl / OO0 UBUC. - Mockaa,
[2021]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexum moctyma : s aBTOpPH3.
MIOJIB30BaTENIEH. — TEKCT : 31EKTPOHHBIH.

3.2. eLIBRARY.RU: Hayunas snektponHas Oubnuoteka : caiit / OOO Hayunas DnexktpoHHas
bubnuoreka. — Mocksa, [2021]. — URL: http://elibrary.ru. — Pexum moctyma : uis aBTOPH3.
nosib3oBaTeneil. — TeKCT : AJEKTPOHHBIN

3.3. «Grebennikony : anekrponnas 6ubnmoreka / U] I'pedbennukoB. — Mocksa, [2021]. — URL:
https://id2.action-media.ru/Personal/Products. — Pesxim moctyma : st aBTOpH3. mosib3oBaresneit. — Tekcr :
3JEKTPOHHBII.

4. HanmoHajbHasi 3JIEKTPOHHAsT OMOJIMOTEKA : DIICKTPOHHAs OuOIMOTEeKa : QenepaibHas
rocyJapcTBeHHasi HHPOpMaMOHHas cucteMa : caiit / MunucrepcTBo KynbTypbl PO ; PI'B. — Mockaa,
[2021]. — URL: https://H36.pd. — Pexxum goctyma : s mojib30oBaresieii Hay4qHoi oubmnoTeku. — TekcT :
3JIEKTPOHHBIH.

5. SMART Imagebase /! EBSCOhost : [moprau]. - URL:
https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741. — Pexum jgoctyma : JUIS  aBTOPH3.

noJsip3oBaTeneil. — M3o0pakeHue : AIeKTpOHHBIE.

6. ®enepaibHbIe HHPOPMALHOHHO-00PA30BATEIbHBIE MOPTAJIBI:

6.1. Exnroe OKHO JOCTyINa K 00pa3oBaTesibHbIM pecypcaM : deaepaibHblii mopTai / yapeauTesb
OTAOY JITO IPT'OIT u UT. — URL: http://window.edu.ru/ . — TekcT : 31€KTPOHHBIIH.

6.2. Poccwuiickoe obpazoBanue . peaepanbusiii moprtan / yapeauteas ®TAOY IAITO IIPTOIT u
UT. — URL: http://www.edu.ru. — TekcT : 3J1eKTpOHHBIH.

7. O0pazoBaTebHble pecypesl Yal'y:

7.1. Dnexrponnas oudnuoreka Yil'V : moayias ABUC Mera-ITPO / OO0 «/lata Dxcnpeccy. —
URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum moctyna : Juis mosib30BaTesell HayqHOW OMOIMOTEKH. —
Tekcr : ANeKTPOHHBIN.

CornacoBaHo:

3am. HaganbHuKa YW TuT /__Knoukosa A.B. Z7 722 1) ‘
HomxHocTs cotpynunka YUTuT Py L7 e ®UO
MOoANHCH

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JJUCHUIIJINHBI:
Aynutopun i ipoBeenus jekimii — 3/316, 2/26, 3/420, cemunapckux, 1a00paTOPHBIX
sansTuit: 3/317, 2/246.
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Aynutopusi 2/240 yKOMILIEKTOBaHA CIICIHATU3UPOBAHHON MeOesbio, yueOHOM TOCKOiA,
UMEIOTCSI MYJIT MYJIBTUMEIHIHBIE CPEACTBA: KOMIIBIOTEP U IPOEKTOP; HCIOIb3YIOTCS
myabTEMeaiHBIC TexHomoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CHIEHUAJIBHBIE YCJIOBUSA [JI51 OBYYAIOIUXCA
C O'PAHUYEHHBIMHU BO3ZMOXKHOCTAMMU 3J0POBbSI

B cnydae wneoOxoaumocTu, oOOydYarouuMcs U3 4YUCa JUI C OrPaHUYECHHBIMHU
BO3MOXHOCTSIMM 3/10pOBbsI (110 3asBJICHUIO OOYy4aroIIMMCS) MOTYT MpeanaraTbCs OJHU U3
CICAYIOIUX BAapUaHTOB  BOCIIPUATHUA I/IH(I)OpMaL[I/II/I C YUYCTOM HUX HHIAUBHUAYAJIbHBIX
HNCUXO(PU3NUECKUX BO3MOKHOCTEMH:

— 4 JIMI ¢ HapylleHHeM 3peHus: B (GopMe  BIIEKTPOHHOIO  JIOKYMEHTa,
HHIUBHUYAJIbHBIC KOHCYJbTAIUU C IMIPUBJICYCHUCM TI/I(bJ'IOCYleOHepeBOIILII/IKa, UHIUWBUYAJIbHBIC
3aJlaHUs U KOHCYJIbTALUs;

— JUIs JIML C HAapyLIEHUEM cilyXa: B (hopMe 3JIEKTPOHHOIO JJOKYMEHTa, UHAUBUAYaJIbHbIE
KOHCYJIbTalun C IIPUBJICYCHUECM CypaonepeBoa4urKa, UHAUBUAYAJIbHBIC 3adaHus u
KOHCYJIbTaLHS;

— JUIA JIML C HapylIEHUEeM OIOPHO-IBUIATEJILHOrO ammapara: B (opMe JIEKTPOHHOTO
AOKYMCHTA, MHANBUAYAJIbHBIC 3a/laHUS U KOHCYJIbTallus.

B cinyyae HEOOXOOMMOCTM  MCIOJIB30BaHUS B yuyeOHOM Ipolecce  4acTU4-
HO/MCKITIOUUTEILHO JAUCTAaHIIMOHHBIX O6p3,30BaTeJII)HI)IX TGXHOJIOFI/II\/JI, opranm3anuns pa6OTI)I
ITIIC ¢ obyyaromumucs ¢ OB3 u uHBamuaaMu npeaycMaTpuBaeTcs B 3JIEKTPOHHONW HH(popMa-
LIMOHHO-00Pa30BaTEIbHON Cpe/ie C YUYETOM MX MHJMBUIYAIbHBIX NCUXO(PU3NYECKUX 0COOEHHO-
cTei.

P%paGOTqHO 1 = JOIIeHT Kadeaphl VBanuoB Anapeit MuxaiioBud

NOANKCH JIONKHOCTD [n)5(0)
PazpaboTunk: cT. npenonaBarens kadeapsl  KnoukoB Anjapeii EBrenbeBuy
TIOJITUCH JIOJDKHOCTh DUO
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